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Multifactor  
Authentication for  

all clients 
Net iD Access provides full PKI-based Multifactor Authentication for 
mission-critical information and applications on all types of clients. 



Net iD Access
Net iD Access provides full PKI-based Multifactor Authentication for mission-critical information and applica-
tions on all types of clients. As it supports iOS and Android, you can be sure of maintaining security levels 
on smartphones and tablets as well. You provide security for your users by issuing file certificates or a 
smartcard used in an external card reader. Net iD Access functions just as well with web applications as with 
mobile apps.

MORE ADVANTAGES OF NET ID ACCESS
• Tillgång till verksamhetskritisk information var du än är
• Integrerar med befintlig PKI-infrastruktur
• Hanterar klientappars behov av integration med kortläsare, kort, nycklar, certifikat
• Kostnadsfri för nedladdning till iOS, Android 
• Finns även för Windows, macOS, Linux och Chrome OS
• Tillåter ID-växling
• Flera färdiga integrationer mot IdP, journalsystem, Office 365 mm, mm
• Unikt stöd för säker Citrixinloggning

Product specification
Smartcard, YubiKey or file-based certificate  
Net iD Access supports all common smartcards on 
the market, as well as YubiKey. If you don’t want to 
use smartcards, Net iD Portal makes it simple to set 
up an allocation flow adapted to meet the organisa-
tion’s needs, based on YubiKeys and/or file-based 
certificates.

ID-exchange (derived credentials)
Net iD Access combined with Net iD Portal makes 
it possible to switch ID from existing smartcards to 
YubiKey, or to a protected area for keys/certificates 
within the actual Net iD Access app on mobile devi-
ces with iOS or Android operating systems. 

Ready-to-use integrations
A variety of identity providers (IdP) – including  
PhenixID, Svensk e-identitet, Mobilityguard and 
Curity – already support Net iD Access in their pro-
ducts. The support can be used for login/signature 
in both apps and web applications such as Treserva, 
Cosmic Nova, SwipeCare and Phoniro Care. With 
an MFA adapter for Net iD Access, you can also 
set up login to a range of ADFS-integrated (Active 
Directory Federation Services) applications. Contact 
SecMaker for additional information.

Secure Citrix login
Fast and secure authentication with a PIN code for 
Citrix ADC (formerly NetScaler) and StoreFront for 
connection to both Citrix XenApp and XenDesktop.

Net iD Access Server
Our server component handles all communication 
with the calling identity providers and/or applications, 
as well as the validation information of the under-
lying PKI infrastructure (via Windows’ built-in func-
tions for OSCP and CRL) – if desired. This is where 
systems define which services Net iD Access is to 
be used for, and which certificate issuers are appro-
ved for access to the services. Net iD Access Server 
is installed as a web service under Microsoft Internet 
Information Server, IIS. The configuration is handled 
through a standard XML file.

Interface between Net iD Access and the connected 
service  
In order to guarantee the integrity of the exchange of 
information between the Net iD Access apps and the 
Net iD Access Server, communication is run via TLS 
supplemented with an additional layer of encryption. 
For traffic between the IdP/application server and 
Net iD Access Server, two-way TLS can be activated 
if desired.

Net iD Access Client
Apps/applications for iOS, Android, Microsoft  
Windows 7/8/10, macOS and Linux.

Net iD Access Server
Microsoft Windows Server 2012 R2, 2016 and 2019.
Microsoft SQL Server 2012, 2014, 2016 and 2017.

Interface
Web service for calls from the service supplier’s 
server (IdP). 
Calls for app exchange via URL form. 
 
Internal web service for communication with the  
Net iD Access applications. 
 
Hardware support via PC/SC (card reader and 
smartcard)

Standards
TLS for all communication, digital signatures in ac-
cordance with PKSC#7 and RAW.

Card readers
iOS – Identos Tactivo for iPhone and iPad.

Android – Identos Tactivo.

Windows, macOS, Linux – Reader compatible with 
the PC/SC standard.

Support for other card readers for mobile devices is 
assessed and added on an ongoing basis.

Smartcards
Support for cards formatted according to the PIV, 
PKCS#15 1.1 and ISO7816-15 standards. In addi-
tion, support for the PKI section in YubiKey. Flexible 
architecture makes it possible to add support for new 
smartcards as required.

Browser
Browser-independent, functions with all browsers.

Languages
English, Finnish, Norwegian and Swedish

Licensing
Licensing of Net iD Access is dealt with in Net iD 
Access Server, based on the number of unique 
users. Standard versions of the client applications 
for different platforms are included in the price of the 
licence.

Benefits of Net iD Access
This is a versatile solution that enables you to use modern communication tools that facilitate your work and 
open the door to a mobile way of working. In addition to support for authentication with smartcard- or file-ba-
sed e-identities, the solution also includes signature functions. A range of predefined integrations ensure that 
Net iD Access does the job in precisely the IT environment you’re using.

You can also use YubiKey Lightning with the built-in Net iD Access App for swift and secure access to the 
services via your iPhone or Android device. YubiKey Lightning expands user benefit because it supports a 
variety of protocols and services over and above PKI.
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Want to know more? 
For more detailed information or to order an evaluation licence, email us at SecMaker  

at info@secmaker.com or call us on +46 8-601 23 00. You can also visit our  
YouTube channel to watch videos about our Net iD products.

SecMaker – 
With the power to make a difference

Identity theft and internet fraud are developing faster than any other form of crime. Companies in particular 
are increasingly being subjected to virus attacks, data breaches, ID theft, stolen passwords and ransomware. 
In many cases, the consequences on the business can be catastrophic, Secmaker helps you reduce the 
risks. We are leading supplier in the Nordic region of certificate-based security solutions for companies, 
authorities and other organisations. We protect and safeguard information, systems and data traffic for more 
than 1.5 million satisfied users.

How it works
Net iD Access offers a holistic solution for mobile security, featuring a server component and a cost-free app-
lication for the client side. The solution provides full Multifactor Authentication (MFA) for your apps, without 
the need for advanced PKI development. You decide for yourself whether you wish to deal with validation 
and access authorisation in the Net iD Access server, or on the server side in your services. When users 
want to log into a service, they simply enter their user ID in the service application, which forwards it to the 
service’s server side. The server then sends a login request for the user to the Net iD Access Server using a 
simple web service call. At the same time, the user is switched over to the application.

The actual login with the card, YubiKey or the file-based e-identity is run against the Net iD Access Server. 
The Net iD Access Server verifies the user and reports “all clear” to the server side of the service. The user 
is automatically switched back to the service application and can then access the desired service. Net iD 
Access separates the information channel from the “security channel”. This is also known as “out-of-band 
authentication”.

It allows a variety of different use cases – and the one to be used is defined through configuration for each 
service. For example, login can be initiated in an application on one device, while authentication takes place 
on a completely different one. In another scenario, access to critical services can be limited so that they are 
only accessible from the unit where the card is inserted.

For the function for switching between Net iD Access and the browser/service app to operate, a specific call 
must be implemented in the web pages/service app.
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