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Smart cards secure your IT 
environment and simplify  
your workday 

CaSE STory

”The new solution 

gives our employees 

easy and secure 

access to our buildings and all the  

systems and information they need to 

provide good care. One card and one  

PIN code – simple as it gets!”

Nils Jensson,  

PKI and Security Expert, Helse Vest IKT

With responsibility for one million 
people, Helse Vest (the Western Norway  
Regional Health Authority) is one of 
four healthcare regions in Norway and 
reports directly to the Ministry of Health 
& Care Services. Helse Vest employs 
26,900 people in a total of 50 hospitals 
and healthcare institutions. Together, 
they have responsibility for coordinated 
healthcare for approximately one million 
residents in Rogaland, Hordaland and 
Sogn og Fjordane counties. Within Helse 
Vest, IT company Helse Vest IKT works 
to continuously improve IT security in 
healthcare. At the same time, they strive 
to offer the region’s employees the most 
comfortable, convenient and flexible 
working environment possible.  
To address both needs, Helse Vest 
made the decision in 2011 to introduce 
smart card-based logon across the  
organization.Today, Helse Vest uses  
Net iD Enterprise software from  
SecMaker to improve IT security and 
increase flexibility.

Smart multi-application cards  
simplify the workday 
Healthcare staff at Helse Vest used 
to have to use several different cards 
to manage their workdays: to move 
between hospital buildings, for their 
personal identification, and to log on 
to the IT environment. Today, they only 
need a single card. With their personal 
card and PIN code, employees gain 
access both to the physical buildings 
at the hospital and healthcare  
institutions, and to the IT environment 
with all the services and information 
they are authorized to access. 
The same card is also used for  
“follow-me print”. Because documents 
are not printed until users have  
identified themselves with their card at 
the printer, they can be sure that no 
paper or sensitive patient information is 
left at the printer. 
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SecMaker AB is the
Nordic region’s leading
supplier of smart
card-based security
solutions to companies,
public agencies and
organizations. With our
Net iD product family,
we protect and secure
information, systems and
data communications for
over a million users.
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Nils Jensson, PKI and Security Expert at 
Helse Vest, has this to say:  
“The new solution allows us to access 
our buildings and our healthcare  
applications with just one card.  
No matter where they are at the 
hospital, our employees have simple 
and completely secure access to the 
systems and the information they need 
to provide excellent care. One card and 
one PIN code – simple as it gets!” 
 
Secure and easy login with smart 
cards
A certificate containing information on 
the user and his or her authorizations is 
included on all employee smart cards. 
The majority of the users only have logon 
certificates on their cards, while nearly 
8,000 users also have qualified 
certificates, which give them permission 
to print out and sign e-prescriptions. 
Employees with qualified certificates are 
required to log in and authenticate them-
selves in the IT environment with cards 
and PIN codes. The same applies for all 
users with a portable PC. Other health-
care staff are still able to freely choose 
their logon method.
“We have opted for a soft approach and 
allow users to choose whether they want 
to log on with user names and passwords 
or with smart cards and PIN codes. There 
is always a risk that users who log in with 
traditional passwords won’t log out when 
they leave their workstation. With smart 
cards, this risk is eliminated because the 
session is automatically terminated when 
the card is removed from the reader. 
Eventually, we would of course like to see 
more employees choosing smart card-
based logon, and I believe that as more 
and more employees recognize the 
benefits and simplicity, they will choose 
this new way of working”, says Jensson.

To implement the solution, Helse Vest has 
established its own PKI infrastructure. The 
simple certificates are also entirely  
managed in-house through the  
organization’s administration portal. The 
qualified certificates
can also be administered through the 
same portal, but require signature from 
Buypass as authorized issuer.
 
The future offers increased 
cooperation and mobility
The national e-health project Kjernejournal 
is currently only in the launch phase. This 
coordination project will give healthcare 
staff across the country quick and easy 
access to comprehensive information on 
patients in critical situations, no matter 
where the patients are or from where 
they originate. A national “core journal” 
will demand standardization of qualified 
certificates for all users. Thanks to this 
infrastructure and the procedures for  
certificate management that Helse Vest 
has now established, they will be well  
prepared when it is time for a national 
rollout. Helse Vest’s key objective of 
improving flexibility for mobile healthcare 
employees will also see continued 
improvements.

“Today, we are primarily offering  
hospital doctors the opportunity to log 
in to IT environments from their laptops, 
which has increased their flexibility  
considerably”, says Jensson. “A natural 
next step is to secure mobile tablets in 
the same manner. Since we have decided 
to standardize Windows throughout the IT 
environment, we’ve been forced to wait 
for Windows-based tablets that support 
smart cards to become available.  
This possibility will be introduced with 
Windows 8, which means that we can 
soon also offer flexible and secure logon 
with smart cards in this area”.


