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”The smart card-

based security 

solution has been 

key to increasing our level of security 

and simultaneously improving user 

friendliness for hospital staff.”

sverre Knutsen,  

IKT-Advisor at: Ahus University Hospital

New times – new needs
When the Akershus region in Norway 
began planning for a new hospital in 
the mid-1990s, it became clear that the 
technology standards and 
capacity of the existing hospital were 
far too low to meet future needs.  
The plan was to create a new hospital 
with new procedures and more  
effective solutions. With the goal of 
freeing up time for care while  
simultaneously improving patient safety 
and security, it was recognized that a 
new IT solution would be an important 
tool in creating a future-oriented  
hospital.
 – By introducing wireless Internet and 
portable computers, we were able to 
increase flexibility for hospital staff, This 
also made it necessary to heighten  
security requirements for all of the 
systems handling sensitive patient data. 
From the very start of the project, we also 
expected to soon see services for  
electronic collaboration within primary 
care, so we wanted to find a future- 

oriented solution capable of handling 
that. We decided on a solution with smart 
cards and certificates, says Sverre 
Knutsen, IKT Advisor at Ahus.
 To design and implement the solution, 
Ahus turned to IT security company 
Buypass. The result was a smart card-
based security solution from Buypass, 
with Buypass Access Manager for 
electronic ID administration and Net iD 
software from SecMaker based on PKI. 
 
secure and easy login with smart 
multi-application cards
Today, all employees at Ahus use a 
personal smart card to move about 
within the hospital’s premises, for 
secure login to the hospital network 
and for electronic signing. With the 
smart card and personal PIN code, the 
employees can log in quickly and 
easily to the hospital’s IT environment, 
from their own PC or from any of the 
hospital’s shared workplaces.  When 
the user wants to lock or log out of their 
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workstation, they just remove the smart 
card. By putting their card into a new 
terminal, they can immediately resume 
their work where they left off.
 In addition to electronic ID, the smart 
cards contain both a magnetic strip and 
an RFID antenna, all aimed at making the 
hospital staff’s workday as easy and 
effective as possible. With the card, 
employees can access medicine 
cabinets, laundry cupboards and secure 
printouts. The same card can be used 
to pay for items in the staff cafeteria. 
Ahus also uses one of Europe’s largest 
pneumatic tube conveyors to transport 
samples, blood and medicine between 
the different wards of the hospital. The 
system is secured with access control, 
and employees must identify them-
selves with their personal smart card to 
access it. This solution ensures secure 
and extremely efficient internal  
transport throughout the hospital area
 – The combination of cards and PIN 
codes is a much more secure alternative 
than the usernames and passwords we 
used to use. At the same time, we can 
offer all users smoother logon and logoff 
with fast and mobile access to necessary 
applications and information.  The smart 
card-based security solution has been 
key to increasing our level of security and 
simultaneously improving user 
friendliness for hospital staff, says Knutsen.
 
Electronic message management 
with certificates
The cards are equipped with local 
and qualified certificates, all based on 
employee needs. The local certificates 
are issued by Ahus for local use within 
hospital infrastructure.  

The qualified certificates are handled 
by Buypass and permit the exchange 
of patient data and other sensitive 
information between hospital staff and 
nursing homes, family physicians, 
municipalities, and other 
stakeholders in the Norwegian health-
care sector.  The certificate secures 
information handling so that sensitive 
information cannot be read or 
tampered with by unauthorized 
persons. The possibility for secure 
exchange of medical certificates, 
doctor’s notes and e-prescriptions 
means faster information flows, 
reduced paper use and a more 
effective workday for healthcare staff. 
And this pays off in more time for the 
hospital’s patients.  
 
A solution ready for the needs of the 
future
Today, the electronic “health highway” 
is under construction in Norway. Aims 
are high for a national facelift, where 
hospitals, family physicians, and 
municipal health and nursing care  
institutions are linked together  
electronically. The objective is for 
healthcare staff throughout the country 
to be able to easily and securely  
exchange healthcare-related information 
such as medical reports, prescriptions 
and laboratory results electronically.
 – It’s hard to say how fast the  
development will go. But what is  
absolutely certain is that with the  
technology and solution that we have 
introduced at the hospital, we are ready 
for it. We are well equipped to meet 
developments and future demands, says 
Sverre Knutsen.


